
REASON DOCUMENT

Cl No. RDSO Guideline Tejas Cisco 31.07.20 Nokia VISTA Cisco 16.09.20
CISCO - Option-2 with Non 
Redundant Controller (LER)

SWR RDSO Remark

IMPLEMENTATION OF IP-MPLS TECHNOLOGY FOR UNIFIED COMMUNICATION BACKBONE 
ON INDIAN RAILWAY

-

Based upon the committee reports and RDSO’s comments and recommendations, Railway 
Board vide letter no. 2011/Tele/9(2)/1 dated 25.02.2020 as Telecom Circular no. 4/2020 has 
approved the following:

-

1 Use of IP-MPLS technology/standards for telecommunication backbone for 
Indian Railways.

Use of IP-MPLS/MPLS-TP 
technology/standards for 
telecommunication backbone for 
Indian Railways.

No Change, It is as per Railway Board 
Policy

2 All future works/replacement of SDH/PDH, including works where tender is yet 
to be floated shall be with IP-MPLS standards.

All future  works/replacement of 
SDH/PDH, including works where 
tender is yetbto be floted shall be 
with IP-MPLS/MPLS-TP standards.

-do-

5
The telecom backbone of all future works/ replacement of Data networks such 
as PRS/UTS/FOIS/SCADA shall be with IP-MPLS equipment by providing 
separate VPN network, if required.

The telecom backbone of all future 
works/ replacement of Data 
networks such as 
PRS/UTS/FOIS/SCADA shall be with 
IP-MPLS /MPLS-TP equipment by 
providing separate VPN network, if 
required.

-do-

7 Normally the open source software and equipment to be used for ease in 
integration and to optimize cost. This also includes for NMS.

"Open Source software and 
Equipment"                  There is no 
open source equipments and it 
respective OS. All will be through 
OEM. Also Open source software 
will be securiy concern.

Noted

9
Zonal Railways may take 2 additional fibers (other than present 4 fibers), if 
required, from RailTel and the proportionate equity will be taken back from the 
RailTel in the same proportion as per the Railway Board’s letter.

"2 additional fibers (other than 
present 4 fibers)"            Kindly 
clarify it is fiber pair ortotal fiber. 
Also to total no of fiber pair at ant 
station/zone/divisionwill depends 
on the ring topology

It is total fibre

10

RDSO to issue a tentative scheme and functional requirements of the system 
including interfaces and Network Managements Systems. RDSO will issue 
specifications of the equipment, if required or may adopt the TEC 
specifications and accordingly refer them.

"TEC"                             All the device 
are not TEC certified and most of 
the OEM take TEC based on 
project. It is better if we have all 
specification in Tender.

Noted

A TENTATIVE IMPLEMENTATION SCHEME AND MIGRATION PLAN

2

Standardize the MPLS equipment including the interfaces to be used for 
different categories of stations, divisional and zonal HQ locations including the 
IP numbering scheme. Equipment with modular and hybrid interfaces are to 
be procured so that interfaces with legacy TDM equipment are replaced as and 
when needed.

 "Equipment with modular and 
hybrid interfaces are to be 
procured so that interfaces with 
legacy TDM equipment are 
replaced as and when needed."          
at a station. At ring aggregation 
station, divison,Zone etc 2 box 
solution should be used one have 
access termination{ 1G Ethernet, 
10G (2 Qty) and TDM inetrface} 
and at aggregation ring will all 
ethernet inetrface( have only 
10G/40G/100G inetrface)  

No Change, Requirement is already described 
in para B/5.

5

The communication network shall consist of MPLS rings connected to every 
station in section terminating at a junction station. The station to station MPLS 
connectivity shall be on 10G optical interface. Suitable VPNs can be defined 
for segregation of the network.

junction station could be very 
Off.A ring should havingideal 5 to 7 
nodes.

No change

6

Data networks such as PRS/UTS/FOIS etc are currently using IP routers at 
each station, with at least 2 active WAN interfaces using E1 circuits, to provide 
route redundancy. After the introduction of MPLS nodes at all stations, route 
redundancy function will no longer be required to be provided by these IP 
routers as that job will then be vested to the MPLS node itself for all the VPNs 
at that station. However, a small router will still be required to define the 
perimeter of the users’ LAN for its end points and to connect their respective 
VPNs through Ethernet ports of the MPLS equipment there. Hence these 
routers will need only 2 Ethernet ports, one to connect the MPLS node for 
upstream connectivity and the other for the other for the LAN connectivity for 
the L2 switch already available there for the end points, terminals etc. The 
scheme is shown in the diagram below: -

we can have direct termination of 
user LANto IPMLS router. Can used 
switch (as perieter) we require 
more no. of ports at MPLS router.

Noted, no change proposed as  presently we 
have IP  routers in our existing network.

Noted, no change proposed as  presently we 
have IP  routers in our existing network.

we don’t require routers. These 
links can betterminated tompls 
router or use L3 mpls switch
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7

The Data networks for PRS, SCADA etc which are still working on Statistical 
Mux and/or RS232 modems, will have to be migrated to full IP network and 
these circuits can be transferred to Ethernet interfaces right away so that their 
migration becomes simpler.

"Right Away"               Routers do 
have RS 232 interface for SCADA 
termination. This could be 
intermediate solutionfor smooth 
migration

No change, existing SCADA is on PDMUX  
connected with E1 interface and future SCADA 
will be full IP network. 

9 At station where Railnet / Internet is being extended through Modem the same 
can be migrated to Ethernet.

 "migrated to Ethernet."_             
with ISP terminated at a central 
station say divison/zone station, 
through Internet router

No change

11 STM-1 transport must be used to connect the adjacent section that has SDH 
equipment.

"Transport"        MPLS router could 
be used by having STM-1 interface 
cards in routers

No change, Provision of Transporting STM-1 is 
already in the clause.

12 Divisional MPLS network shall be connected with RCIL’s MPLS network using 
1G interface at 3-4 locations in the division.

"3 -4"            at 2 location.( could 
use inetrnet router)

No change

B IP-MPLS Routers & Interfaces Configuration

1

The SDH equipment at all the wayside SDH equipment rooms and other 
divisional and zonal locations shall be replaced with IP-MPLS routers. These 
IP-MPLS routers shall be Label Edge Router (LER) with/without Label Switch 
Router (LSR) depending on fibre path terminations at that location.

At Divisional Headquarter Core 
Router should be of 100G as per 
report on future of Tele 
Communications Backbone for 
Indian Railways nominated 
committee Sept 2019.

No Change

2 LER shall provide the following minimum interfaces: "LER"           (coud be oversuscribe) No change

a)    2x10G (optical) to connect to the adjacent stations.
a) 4x10G (optical) to connect to the 
adjacent stations.

a) 4x10G (optical) to connect to the 
adjacent stations.

2x10G (optical) to connect to 
the adjacent stations.or 3X 10G 
for Junctions stations or 4X10G 
Router to connect additional 
fiber cable laid used for other 
application eg IBS/TMS/CTC.

No change. we have provided  minimum one 
LER and one LSR  at juction stations

b)    16xE1 (G.703) for working various TDM circuits of stations.
b)32xE1 (G.703) interfaces and 6 x 
E&M ports.

b) 32xE1 (G.703) interfaces and 6 x 
E&M ports.                                        (E&M 
ports are necessary for connecting 
existing interfaces at stations)

16xE1 (G.703) or 2(16XE1) 
depending on circuits for 
working various TDM circuits of 
stations.

No change. E&M not required in router,  as it 
will be taken care by E1 and PDMUX. 32 X E1 
option is available in upgraded configuration. 

E&M ports are necessary for 
connecting existing interfaces at 
stations

c)    4x1GbE (copper) to connect various networks at stations.
c) 6x1GbE (copper) to connect 
various networks at stations.

c) 6x1GbE (copper) to connect various 
networks at stations.

No change as it will be suffcient for  wayside 
station

d)    4x1GbE (optical) to connect various networks at stations optically.
d) 6x1GbE (optical) to connect 
various networks at stations optically.

We suggest to modify the point d) 
as follows : 2x10G GbE (optical) to 
connect various networks at 
stations optically

d) 6x1GbE (optical) to connect various 
networks at stations optically.

No change as it will be suffcient for  wayside 
station

3 The wayside LER shall have the following upgrade options:

Should be possible to upgrade the equipment to have a total of 32xE1 (G.703) 
ports by way of adding / replacing interface cards or should be possible to add 
2xSTM-1 (channelized, optical) ports.

Should be possible to upgrade the 
equipment to have a total of 32xE1 
(G.703) ports by way of adding / 
replacing interface cards or should 
be possible to add 2 1xSTM-1(1+1) 
(channelized, optical) ports.

The router must support 1Gig, 
10Gig, E1, STM1, STM4, E&M, 
RS232, and X.21 interfaces for 
future upgrabability. 

 It should be possible to add 2xSTM-
1 (channelized, optical) and or 
upgrade the router to have a total of 
64xE1(G.703) interfaces by way of 
adding /replacing suitable interface 
cards

Should be possible to upgrade the 
equipment to have a total of 32xE1 
(G.703) ports by way of adding / 
replacing interface cards or should 
be possible to add 2  1xSTM-1 (1+1) 
(channelized, optical) ports.                                                                                                                      
We suggests to add also : The 
wayside LER shall have the 
following upgrade options:   Should 
be possible to upgrade the 
equipment   by adding additional 
cards or by putting additional 
chassis   to have a total of 32xE1 
(G.703) ports by way of adding / 
replacing interface cards or should 
be possible to add 2xSTM-1 
(channelized, optical) ports.

The router must support 1Gig, 10Gig, 
E1, STM1, STM4, E&M, RS232, and X.21 
interfaces for future upgrabability.                                                  
(Indian Railway have vast legacy 
communication networ and have 
interfaces like E&M, RS232, X.21. So we 
would request to add support of these 
interfaces in the same Router.)                                                             
It should be possible to add 2xSTM-1 
(channelized, optical) and or upgrade 
the router to have a total of 
64xE1(G.703) interfaces by way of 
adding /replacing suitable interface 
cards.                                   (Replacing an 
existing service may be dificult. This 
should be adding additionl interfaces, 
instead of replacing)

Should be possible to upgrade the 
equipment to have a total of 32xE1 
(G.703) ports by way of adding / 
replacing interface cards or should be 
possible to add 2  1xSTM-1 
(1+1)(channelized, optical) ports.

No change, interfaces are sufficient for wayside 
stations. Additional sentence that ' Purchaser 
should specify their initial requirements  of 
quantities for LER min Configuaration, LER Max 
Configuaration-I and LER Max Configuration-II."  
is added.

Indian Railway have vast legacy 
communication networ and have 
interfaces like E&M, RS232, X.21. So 
we would request to add support of 
these interfaces in the same Router.

Replacing an existing service may be 
dificult. This should be adding 
additionl interfaces, instead of 
replacing

5
At the junction stations where there are more than two fiber path terminations, 
an additional Label Switch Router (LSR) should be used. The LSR should be 
equipped with 8x10G (optical) ports.

The router must support 
1Gig,10Gig, E1, STM1, STM4 
interfaces The router shall be 
equipped with 168x10G,16x1G 
(optical) ports. All the optical 
interfaces shall be equipped with 
suitable optics to work on two 
single mode fibres upto 40km. All 
line cards should be field 
replaceable

"LSR"      need to have clarify for 
modular or non modular. 
Recommended is modular with 
10G/40/100G support.                                                         
"8X10G Optical Port"        could 
required 40G/100G interface for 
uplink based on no of station 
aggregating                                                                           

The router must support 
1Gig,10Gig, E1, STM1, STM4 
interfaces The router shall be 
equipped with 168x10G,16x1G 
(optical) ports. All the optical 
interfaces shall be equipped with 
suitable optics to work on two single 
mode fibres upto 40km. All line 
cards should be field replaceable

These items are mentioned in functional and 
technical requirements of LER and LSR. It will 
be commented there.
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Railway is running SDH based 
solution at core layer which may 
need to be connected to Router 
for transport. So legacy interface 
support should be there.

With growth in ethernet based 
solution for communication, 
surveillance, data will require 
more Ethernet  ports. Also 
multiple direction fiber will require 
more 10G ports for uplink.8x10G 
will be consumed on day 1 itself 
and in future it will be a challenge 
to upgrade and connect. Railways 
will be deploying LTE-R also 
which will be riding on this 
network it self so more uplink 
capacity will be required.

Railway is running SDH based 
solution at core layer which may 
need to be connected to Router for 
transport. So legacy interface 
support should be there.

With growth in ethernet based 
solution for communication, 
surveillance, data will require more 
Ethernet  ports. Also multiple 
direction fiber will require more 10G 
ports for uplink.8x10G will be 
consumed on day 1 itself and in 
future it will be a challenge to 
upgrade and connect. Railways will 
be deploying LTE-R also which will 
be riding on this network it self so 
more uplink capacity will be required.

To improve Operation and 

7 The LSR will thus cater to junction stations having fiber coming from up to 
seven directions

"Seven direction"             based on 
bandwidth requirement and fiber 
pair availability

No change

8 In case of more fiber directions, another LSR shall be used.

Please delete this, as for multiple 
directions, multiple 10G interfaces is 
required to be equipped in the same 
Router (clause 2)a)

Please delete this, as for multiple 
directions, multiple 10G interfaces is 
required to be equipped in the same 
Router (clause 2)a)

No change as it will be very rare and same will 
be achieved with another LSR.  

9

In case the number of TDM ports increase at a way side, and a new LER 
router is required to be placed in an MPLS-PoP, then an LSR shall be provided 
in the PoP and the old LER as well as the new LER should be connected to 
the LSR. This is shown in the diagram below:

More TDm interfaces should be 
supported from the same Router to 
have a better manageability and 
future growth should be part of day-
1 capacity. Comment in clause 2)b) 
and clause 3

More TDm interfaces should be 
supported from the same Router to 
have a better manageability and future 
growth should be part of day-1 
capacity. Comment in clause 2)b) and 
clause 3

No change. For wayside stations, it is sufficient.

40/100G based on the b.W 
requirement 

No change. For wayside stations, it is sufficient.

C Functional and Technical requirements of Label Edge Router (LER) 
CISCO - Option-2 with Non 
Redundant Controller

1 General Specifications & Architecture

1.1 Chassis shall be modular and fit into a standard sized 19 inch rack mounting.

Chassis shall be 
modular/standalone and fit into a 
standard sized 19 inch rack 
mounting.

Chassis shall be modular / 
standalone and fit into a standard 
sized 19 inch rack mounting

1.1 Chassis shall be modular and fit 
into a standard sized 19 inch rack 
mounting.

Chassis shall be modular/standalone 
and fit into a standard sized 19 inch 
rack mounting.

Agreed with "1.1 Chassis shall fit into a 
standard sized 19 inch rack mounting."

1.4 The router shall provide a non-blocked switching matrix.
1.4 The router shall provide a non-
blocked switching matrix of 60 Full 
duplex

No change

1.5 Switching and packet routing (L2 and L3) shall be wire speed on all interfaces. 
Performance shall not be decreased at maximum traffic load.

"Wire Speed on all"              could 
be oversubscribe based on b.W 
requirements

No change

1.6

The router shall be equipped with the following interfaces – 2x10G (optical), 
4x1GbE (optical), 4x1GbE (copper) and 16xE1 (G.703) interfaces. It should be 
possible to add 2xSTM-1 (channelized, optical) or upgrade the router to have a 
total of 32xE1(G.703) interfaces by way of adding/replacing suitable interface 
cards. All the optical interfaces shall be equipped with suitable optics to work 
on two single mode fibres upto 40km.

The router shall be equipped with 
the following interfaces – 2x10G 
(optical), 4x1GbE (optical), 4x1GbE 
(copper) and 16xE1 (G.703) 
interfaces. It should be possible to 
add 2  1xSTM-1(1+1) (channelized, 
optical) or upgrade the router to 
have a total of 32xE1(G.703) 
interfaces by way of 
adding/replacing suitable interface 
cards. All the optical interfaces shall 
be equipped with suitable optics to 
work on two single mode fibres 
upto 40km. It should have the 
capability to support upto 80KM by 
change of optics only.

The router must support 1Gig,10Gig, 
E1, STM1, STM4, EnM, RS232, and 
X.21 interfaces The router shall be 
equipped with the following 
interfaces – 42x10G (optical), 6 
4x1GbE (optical),6 4x1GbE (copper) 
and 32 16xE1 (G.703) interfaces and 
6 EnM ports. It should be possible to 
add 2 2xSTM-1 (channelized, 
optical) andor upgrade the router to 
have a total of 6432xE1(G.703) 
interfaces by way of 
adding/replacing suitable interface 
cards. All the optical interfaces shall 
be equipped with suitable optics to 
work on two single mode fibres 
upto 40km. All line cards should be 
field replaceable.

The router shall be equipped with 
the following interfaces – 2x10G 
(optical), 4x1GbE (optical), 2x1GbE 
(copper) and 16xE1 (G.703) 
interfaces. It should be possible to 
add 2xSTM-1 (channelized, optical) 
or upgrade the router to have a 
total of 32xE1(G.703) interfaces by 
way of adding/replacing suitable 
interface cards  or by putting 
additional chassis. All the optical 
interfaces shall be equipped with 
suitable optics to work on two 
single mode fibres upto 40km

The router must support 1Gig,10Gig, 
E1, STM1, STM4, EnM, RS232, and X.21 
interfaces The router shall be equipped 
with the following interfaces – 42x10G 
(optical), 6 4x1GbE (optical),6 4x1GbE 
(copper) and 32 16xE1 (G.703) 
interfaces and 6 EnM ports. It should 
be possible to add 2 2xSTM-1 
(channelized, optical) andor upgrade 
the router to have a total of 
6432xE1(G.703) interfaces by way of 
adding/replacing suitable interface 
cards. All the optical interfaces shall be 
equipped with suitable optics to work 
on two single mode fibres upto 40km. 
All line cards should be field 
replaceable.

The router must support 1Gig,10Gig, 
E1, STM1, STM4, EnM, RS232, and 
X.21 interfaces The router shall be 
equipped with the following 
interfaces – 2    4x10G (optical), 6 
4x1GbE (optical),6 4x1GbE (copper) 
and 12xE1 (G.703) interfaces. 

It should be possible to add 2xSTM-1 
(channelized, optical) by way of 
adding/replacing suitable interface 
cards. All the optical interfaces shall 
be equipped with suitable optics to 
work on two single mode fibres upto 
40km. All line cards should be field 
replaceable.

The router shall be equipped with the 
following interfaces – 2x10G (optical), 
4x1GbE (optical), 4x1GbE (copper) and 
16xE1 (G.703) interfaces. It should be 
possible to add 2  1xSTM-1(1+1) 
(channelized, optical) or upgrade the 
router to have a total of 32xE1(G.703) 
interfaces by way of adding/replacing 
suitable interface cards. All the optical 
interfaces shall be equipped with 
suitable optics to work on two single 
mode fibres upto 40km. or more It 
should have the capability to support 
upto 80KM or higher by change of 
optics only.

The router shall be equipped with the 
following interfaces – 2x10G (optical), 
4x1GbE (optical), 4x1GbE (copper) and 
16xE1 (G.703) interfaces in case of LER 
Min configuration.  It should be possible to 
add 2xSTM-1 (channelized, optical) as LER 
Max configuration-II or  to have a total of 
32xE1(G.703) interfaces  as LER Max 
configuration-I by way of adding/replacing 
suitable interface cards. All the optical 
interfaces shall be equipped with suitable 
optics to work on two single mode fibres 
upto 40km.
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Railway is running PDH based 
solution at access layer which needs 
to be connected to Router for 
transport. So legacy interface 
support should be there. 
Indian Railway have vast legacy 
communication networ and have 
interfaces like E&M, RS232, X.21. So 
we would request to add support of 
these interfaces in the same Router.

With growth in ethernet based 
solution for communication, 
surveillance, data will require more 
Ethernet  ports.Also multiple 
direction fiber will require more 10G 
ports for uplink.2x10G will be 
consumed on day 1 itself and in 
future it will be a challenge to 
upgrade and connect. Railways will 
be deploying LTE-R also which will 
be riding on this network it self so 
more uplink capacity will be 
required.

Replacing an existing service may be 
dificult. This should be adding 
additionl interfaces, instead of 
replacing the module.

Railway is running PDH based solution 
at access layer which needs to be 
connected to Router for transport. So 
legacy interface support should be 
there. 
Indian Railway have vast legacy 
communication networ and have 
interfaces like E&M, RS232, X.21. So we 
would request to add support of these 
interfaces in the same Router.

With growth in ethernet based solution 
for communication, surveillance, data 
will require more Ethernet  ports.Also 
multiple direction fiber will require 
more 10G ports for uplink.2x10G will be 
consumed on day 1 itself and in future 
it will be a challenge to upgrade and 
connect. Railways will be deploying LTE-
R also which will be riding on this 
network it self so more uplink capacity 
will be required.

Replacing an existing service may be 
dificult. This should be adding additionl 
interfaces, instead of replacing the 
module.
To improve Operation and 
maintenance all line cards should be 

Railway is running PDH based 
solution at access layer which needs 
to be connected to Router for 
transport. So legacy interface 
support should be there. 
Indian Railway have vast legacy 
communication networ and have 
interfaces like E&M, RS232, X.21. So 
we would request to add support of 
these interfaces in the same Router.

With growth in ethernet based 
solution for communication, 
surveillance, data will require more 
Ethernet  ports.Also multiple 
direction fiber will require more 10G 
ports for uplink.2x10G will be 
consumed on day 1 itself and in 
future it will be a challenge to 
upgrade and connect. Railways will 
be deploying LTE-R also which will be 
riding on this network it self so more 
uplink capacity will be required.

Replacing an existing service may be 
dificult. This should be adding 
additionl interfaces, instead of 
replacing the module.
To improve Operation and 

No change. E&M and other similar interfaces  
not required in router,  as it will be taken care 
by E1 and PDMUX. 32 X E1 option is available 
in upgraded configuration. 

1.7 The router shall support following Timing ports– TOD in, TOD out, Sync in & 
Sync out/BITS interface.

The router shall support following 
Timing ports– TOD in, TOD out, Sync 
in & Sync out/BITS interface. BITS 
port should be on router.

The router shall support following 
Timing ports– TOD in, TOD out, Sync in 
& Sync out/BITS interface. BITS port 
should be on router.

The router shall support following 
Timing ports– TOD in, TOD out, Sync 
in & Sync out/BITS interface. BITS 
port should be on router.

No change 

BITS port is required for 
Synchronisation. 

BITS port is required for 
Synchronisation. 

BITS port is required for 
Synchronisation. 

1.9 Fan tray, controller cards, interface cards should be a hot-swappable and Field 
Replaceable Unit (FRU).

Fan tray, controller cards, interface 
cards Power Supply Card (PSU) 
should be a hot-swappable and 
Field Replaceable Unit (FRU).

1.9 Fan tray, controller cards, 
interface cards should be a hot-
swappable and Field Replaceable 
Unit (FRU).

No change

In One RU-2RU non redundant 
controller, controller is fixed, so 
kindly delete this.

1.1 0 Control plane/cards should be redundant and should be able to take full load.
Control plane/cards should be 
redundant and should be able to 
take full load.

Control plane and data plane 
/cards should be redundant and 
should be able to take full load 
even with failure of one controller 
card. 

Control plane and data plane /cards 
should be redundant and should be 
able to take full load even with failure 
of one controller card. 

Please delete this clause

Replaced with " Control plane and data plane 
should be redundant and should be able to 
take full load even with failure of one 
controller card. "

Only control plane redundancy will 
not help in data forwarding, data 
plane should also be redundant.

Only control plane redundancy will not 
help in data forwarding, data plane 
should also be redundant.

We are recomending, another 
category of Router LER, as 
multtiple Regioanl Railways are 
coming up with RFP's with Non-
Redundant controller, because of 
overall Budget for the MPLS project

1.13 Router shall  have MPLS interoperability with routers of other  multiple OEMs. New clause added

2 Protocols supported 

2.1 Router should support unicast IPv4 & IPv6 routing protocols (BGP, OSPF, IS-
IS, RIP, OSPF v3).

Router should support unicast IPv4 
& IPv6 routing protocols (BGP, 
OSPF, Static Route, IS-IS, RIP, OSPF 
v3).

Router should support unicast IPv4 
& IPv6 routing protocols (BGP, 
OSPF, IS-IS, RIP, OSPF 
v3),LDP,Segment 
Routing,Multicast,Multicast 
VPN,TI-LFA,RFC 3107,Circuit 
emulation,3 Level HQOS. 

Please remove RIP from this clause 
as RIP is very low level protocol & 
not been used now.

Router should support unicast IPv4 & 
IPv6 routing protocols (BGP, OSPF, IS-
IS, RIP, OSPF v3),LDP,Segment 
Routing,Multicast,Multicast VPN,TI-
LFA,RFC 3107,Circuit emulation,3 Level 
HQOS. 

Router should support unicast IPv4 & 
IPv6 routing protocols (BGP, OSPF, IS-
IS, RIP, OSPF v3), LDP,Segment 
Routing,Multicast,Multicast VPN,TI-
LFA,RFC 3107,Circuit emulation,3 
Level HQOS. 

RIP  deleted and  added "Segment Routing,  
Circuit emulation "

Latest MPLS protocols to be 
incorporated for easier operation 
and delivery of services.

Latest MPLS protocols to be 
incorporated for easier operation and 
delivery of services.

Latest MPLS protocols to be 
incorporated for easier operation 
and delivery of services.

2.2 Router shall support LDP, MPLS-TE with FRR for sub 50 msec protection.

Router shall support LDP, MPLS-
TE  with FRR and IP 
FRR,RLFA,TI-LFA for sub 50 
msec protection.

Please Add Router shall support 
LDP, Segment Routing, MPLS-TE 
with FRR for sub 50 msec 
protection

Router shall support LDP, MPLS-TE  
with FRR and IP FRR,RLFA,TI-LFA for sub 
50 msec protection.

Router shall support LDP, MPLS-TE  
with FRR and IP FRR,RLFA,TI-LFA for 
sub 50 msec protection.

No change

There are multiple ways of achieving 
sub 50 msec convergence. RLFA ,TI-
LFA and IPFFR do this job without 
much configuration efforts. 

There are multiple ways of achieving 
sub 50 msec convergence. RLFA ,TI-LFA 
and IPFFR do this job without much 
configuration efforts. 

There are multiple ways of achieving 
sub 50 msec convergence. RLFA ,TI-
LFA and IPFFR do this job without 
much configuration efforts. 

2.4 Router shall support aggregation of links. Minimum 8 links should be 
supported as part of single aggregation on a network side.

Router shall support aggregation of 
links. Minimum 4 links should be 
supported as part of single 
aggregation on a UNI/NNI network 
side.

No change

2.5 Router shall support multi-chassis LAG for aggregation of links across two 
chassis.

Router shall support VRRP multi-
chassis LAG for aggregation of links 
across two chassis.

No change

2.6 Router shall support performance monitoring for Layer-2 and layer-3 services 
(Y.1731, TWAMP, SAA or equivalent).

Router shall support performance 
monitoring for Layer-2 and layer-3 
services (Y.1731, TWAMP, SAA or 
equivalent). Y.1564 for end to end 
service activation should be 
supported.

Router shall support performance 
monitoring for Layer-2 and layer-3 
services (Y.1731, TWAMP, SAA or 
equivalent). Y.1564 for end to end 
service activation should be supported.

Router shall support performance 
monitoring for Layer-2 and layer-3 
services (Y.1731, TWAMP, SAA or 
equivalent). Y.1564 for end to end 
service activation should be 
supported.

Router shall support performance 
monitoring for Layer-2 and layer-3 services 
(Y.1731/Y.1564, TWAMP, SAA or 
equivalent).
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Y.1564 helps in doing service testing 
without any external tool which is 
desired before any circuit is handed 
over for actual traffic.

Y.1564 helps in doing service testing 
without any external tool which is 
desired before any circuit is handed 
over for actual traffic.

Y.1564 helps in doing service testing 
without any external tool which is 
desired before any circuit is handed 
over for actual traffic.

2.7 Router shall support IPV4 and IPV6, IGMP, MLD, and PIM-SM & SSM, ECMP, 
NGMVPN.

Router shall support IPV4 and IPV6, 
IGMP, MLD, and PIM-SM & SSM, 
ECMP, NGMVPN.

No change

2.8 Router shall support 6PE and 6VPE mode for IPV6 transport over IPV4.
Router shall support IPV6 Routing 
6PE and 6VPE mode for IPV6 
transport over IPV4.

No change

2.9 BGP Prefix independent control (EDGE and Core).
BGP Prefix independent control 
(EDGE and Core).

No change

2.1 0 Router should support high availability for all BFD, BGP, OSPF and IS-IS and 
no packet loss during controller switch over.

Router should support high 
availability for all BFD, BGP, OSPF 
and IS-IS and no packet loss during 
controller switch over.

No change

2.11 Router shall support BFD with min 10ms interval.
Router shall support BFD with min 
3.310ms interval for faster failure 
detection.

Router shall support BFD with min 
3.310ms interval for faster failure 
detection.

Router shall support BFD with min 
3.310ms interval for faster failure 
detection.

Router shall support BFD with interval of  
10ms or less.

Restoration of sub 50 msec is only 
possible if fault is detected early. 
Usually a circuit is declared down if 
it misses 3 hellos.with 10msec hello 
30msec will be detection time only 
and then the restoration will start. 
With 3.3msec failure is detected in 
10msec only and restoration starts 
so for all cases we will get sub 
50msec. 

Restoration of sub 50 msec is only 
possible if fault is detected early. 
Usually a circuit is declared down if it 
misses 3 hellos.with 10msec hello 
30msec will be detection time only and 
then the restoration will start. With 
3.3msec failure is detected in 10msec 
only and restoration starts so for all 
cases we will get sub 50msec. 

Restoration of sub 50 msec is only 
possible if fault is detected early. 
Usually a circuit is declared down if it 
misses 3 hellos.with 10msec hello 
30msec will be detection time only 
and then the restoration will start. 
With 3.3msec failure is detected in 
10msec only and restoration starts so 
for all cases we will get sub 50msec. 

2.12 Router should support RFC 3107 of Carrying Label Information in BGP-4.
Router should support RFC 3107 of 
Carrying Label Information in BGP-4.

No change

2.13 Router should support Point to Point and Point to Multipoint LSP for Unicast 
and Multicast traffic.

Router should support Point to 
Point and Point to Multipoint LSP 
for Unicast and Multicast traffic.

Router should support Point to 
Point and Point to Multipoint LSP for 
Unicast and Multicast traffic and 
mLDP.

Router should support Point to Point 
and Point to Multipoint LSP for Unicast 
and Multicast traffic and mLDP.

Router should support Point to Point 
and Point to Multipoint LSP for 
Unicast and Multicast traffic and 
mLDP.

No change

mLDP is also standard for point to 
multipoint LSP.

mLDP is also standard for point to 
multipoint LSP.

mLDP is also standard for point to 
multipoint LSP.

2.14 Router shall support layer3 and layer2 MPLS VPN, VPLS and EVPN
Router shall support layer3 and 
layer2 MPLS VPN, VPLS and EVPN

Router shall support layer3 and 
layer2 MPLS VPN, VPLS,mVPN and 
EVPN. 

Router shall support layer3 and layer2 
MPLS VPN, VPLS, mVPN and EVPN. 

Router shall support layer3 and 
layer2 MPLS VPN, VPLS, mVPN and 
EVPN. 

No change

mVPN (Multicast VPN ) is important 
service for many surveillance and 
video based applications.

mVPN (Multicast VPN ) is important 
service for many surveillance and video 
based applications.

mVPN (Multicast VPN ) is important 
service for many surveillance and 
video based applications.

218 Switch/Router shall support multicast VLAN registration
Switch/Router shall support 
multicast VLAN registration

Switch/Router shall support 
multicast VLAN registration.

Switch/Router shall support multicast 
VLAN registration.

Switch/Router shall support 
multicast VLAN registration.

Agreed and  deleted

Protocol for Switches. Router do 
have PIM and IGMP for same

Protocol for Switches. Router do have 
PIM and IGMP for same

Protocol for Switches. Router do 
have PIM and IGMP for same

3 Quality Of Service

3.2
The router shall provide following QoS features:  classification and hierarchical 
scheduling, WRR, strict priority (SP), profiled scheduling and multi-tier 
policing and shaping.

The router shall provide following 
QoS features:  classification and 
hierarchical scheduling, WRR, strict 
priority (SP), profiled scheduling 
and multi-tier trtcm policing and 
shaping.

No change

3.3 Router shall support HQOS on all kinds of Ethernet interface with minimum 
32k hardware queues.

Router shall support HQOS on all 
kinds of Ethernet interface with 
minimum 32k 8 hardware queues 
per port.

Router shall support 3 level HQOS 
with 8 queue per port on all kinds of 
Ethernet interface with minimum 
32k hardware queues. 

Duplicate/Remove

Router shall support 3 level HQOS with 
8 queue per port on all kinds of 
Ethernet interface with minimum 32k 
hardware queues. 

Router shall support 3 level HQOS 
with 8 queue per port on all kinds 
of Ethernet interface with 
minimum 32k hardware queues. 

No change

3 Level HQOS will ensure Qos 
Granularity 8 Queues per port is 
sufficient for railways as they will be 
carrying internal traffic only on 
LERs.More Queue will increase the 
cost and lower down other OEM 
participation.

3 Level HQOS will ensure Qos 
Granularity 8 Queues per port is 
sufficient for railways as they will be 
carrying internal traffic only on 
LERs.More Queue will increase the cost 
and lower down other OEM 
participation.

3 Level HQOS will ensure Qos 
Granularity 8 Queues per port is 
sufficient for railways as they will be 
carrying internal traffic only on 
LERs.More Queue will increase the 
cost and lower down other OEM 
participation.

3.4 Similar QOS shall be supported for all types of Ethernet interface including 
Bundled interfaces.

Similar QOS shall be supported for 
all types of Ethernet interface 
including Bundled interfaces.

No change

4 Security

4.7 AAA support – Accounting, Authorization and Authentication of users and 
commands. Support of local authentication, TACACS+ and Radius.

AAA support – Accounting, 
Authorization and Authentication of 
users and commands. Support of 
local authentication, TACACS+/ and 
Radius.

No change

4.8 Authentication of routing protocol updates: RIPv2, IS-IS, OSPF, BGP.
Authentication of routing protocol 
updates: RIPv2, IS-IS, OSPF, BGP.

Please remove RIPv2 from this 
clause .

Agreed with comments from VISTA. 
Authentication of routing protocol updates: 
RIPv2,  IS-IS, OSPF, BGP.
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4.1 0 Router should have inbuilt hardware-based network group encryption and 
IPsec support.

Router should have inbuilt 
hardware-based network group 
encryption and IPsec support.

No change

5 Performance

5.1 Router shall support non-blocking throughput of 40 Gbps.
Router shall support non-blocking 
throughput of 40 60 Gbps full 
duplex. 

40 Gbps Half duplex
Router shall support non-blocking 
throughput of 40 60 Gbps full duplex. 

Router shall support non-blocking 
throughput of 40 60 Gbps full duplex. 

Router shall support non-blocking 
throughput of 40 Gbps or higher.

Router shall support non-blocking 
throughput of 60 Gbps half duplex  or 
higher.

With increase in 10G as proposed in 
this the throughput should also be 
changed to 60 Gbps.

Router speed is measured as 
Fullduplex only which means that 
60Gbps in and 60Gbps out 
simultaneously. 

With increase in 10G as proposed in 
this the throughput should also be 
changed to 60 Gbps.

Router speed is measured as Fullduplex 
only which means that 60Gbps in and 
60Gbps out simultaneously. 

With increase in 10G as proposed in 
this the throughput should also be 
changed to 60 Gbps.

Router speed is measured as 
Fullduplex only which means that 
60Gbps in and 60Gbps out 
simultaneously. 

5.2 Router shall support 64K IPv4, 32k IPv6 routes.
Router shall support 64K 12K IPv4, 
32k 6K IPv6 routes.

Router shall support 20K 64K IPv4, 
6K 32k IPv6 routes and 1K multicast 
routes. 

Router shall support 20K 64K IPv4, 6K 
32k IPv6 routes and 1K multicast 
routes. 

Router shall support 20K 64K IPv4, 6K 
32k IPv6 routes and 1K multicast 
routes. 

Agreed with CISCO. Router shall support 
20K IPv4, 6k IPv6 routes.

These routers will be placed as LER 
for stations. Higher route will not be 
required.

These routers will be placed as LER for 
stations. Higher route will not be 
required.

These routers will be placed as LER 
for stations. Higher route will not be 
required.

5.3 Router shall support 100 multicast groups
Router shall support 100 multicast 
groups. 

Router shall support 100 multicast 
groups. 

Router shall support 100 multicast 
groups. 

No change

5.4 Router shall support 8K ingress Queues and 8K egress Queues each for the 
node.

Router shall support 8 Queues per 
port 8K ingress Queues and 8K 
egress Queues each for the node.

Router shall support 8K ingress 
Queues and 8K egress Queues each 
for the node. 8 queues per port.

Router shall support 8K ingress Queues 
and 8K egress Queues each for the 
node. 8 queues per port.

Router shall support 8K ingress 
Queues and 8K egress Queues each 
for the node. 8 queues per port.

Deleted as this requirement  is covered in 
clause 3.3

8 Queues per port is sufficient for 
railways as they will be carrying 
internal traffic only on this router.

8 Queues per port is sufficient for 
railways as they will be carrying internal 
traffic only on this router.

8 Queues per port is sufficient for 
railways as they will be carrying 
internal traffic only on this router.

5.5 Minimum 500 MPLS layer-3 VPN's. Minimum 500 MPLS layer-3 VPN's.
Minimum 100 500 MPLS layer-3 
VPN's. 

Minimum 100 500 MPLS layer-3 VPN's. 
Minimum 100 500 MPLS layer-3 
VPN's. 

Minimum 100 MPLS layer-3 VPN's.

Very High scale for LER for 
Station.100 VPNs are more than 
sufficient.

Very High scale for LER for Station.100 
VPNs are more than sufficient.

Very High scale for LER for 
Station.100 VPNs are more than 
sufficient.

5.6 Minimum 500 MPLS VPLS. Minimum 500 MPLS VPLS. Minimum 500 MPLS VPLS. Minimum 500 MPLS VPLS. No change 

5.7 Minimum 500 MPLS Layer-2 PWs.
Minimum 500 50 MPLS Layer-2 
PWs.

Minimum 500 MPLS Layer-2 PWs. Minimum 500 MPLS Layer-2 PWs. No change 

5.8 Router shall support min 64 BFD sessions.
Router shall support min 64 10 BFD 
sessions.

Router shall support min 64 BFD 
sessions. 

Router shall support min 64 BFD 
sessions. 

No change 

5.9 Router should support hardware-based IPsec encryption with throughput per 
Node (FD)-5 Gbps and with No of IPsec Tunnels -500.

Router should support hardware-
based IPsec encryption with 
throughput per Node (FD)-5 Gbps 
and with No of IPsec Tunnels -500.

Router should support hardware-
based IPsec encryption with 
throughput per Node (FD)-5 Gbps 
and with No of IPsec Tunnels - 500. 

4Gbps

Router should support hardware-based 
IPsec encryption with throughput per 
Node (FD)-5 Gbps and with No of IPsec 
Tunnels - 500. 

Router should support hardware-
based IPsec encryption with 
throughput per Node (FD)-5 Gbps 
and with No of IPsec Tunnels - 500. 

Partially agreed. Router should support 
hardware-based IPsec encryption with 
throughput per Node (FD)-4 Gbps and with 
No of IPsec Tunnels -100.

IPSEC is not a transport layer 
protocol and scale asked is also very 
high. IPSEC is used when WAN 
bandwidth is leased from Service 
provider IP/MPLS network. Here 
IP/MPLS technology itself would be 
used as backbone of Railways own 
network, so IPSEC is not required. 

Moreover IP/MPLS Technology itself 
have inbuilt Security and separation 
mechanism being used since long 
time. MPLS provides VPN services 
with address and routing separation 
between VPNs.
MPLS allows distinct VPNs to use 
the same address space, which can 
also be private address space 
[RFC1918]. This is achieved by 
adding a 64-bit route distinguisher 
(RD) to each IPv4 route, making VPN-
unique addresses also unique in the 
MPLS core

IPSEC is not a transport layer protocol 
and scale asked is also very high. IPSEC 
is used when WAN bandwidth is leased 
from Service provider IP/MPLS 
network. Here IP/MPLS technology 
itself would be used as backbone of 
Railways own network, so IPSEC is not 
required. 

Moreover IP/MPLS Technology itself 
have inbuilt Security and separation 
mechanism being used since long time. 
MPLS provides VPN services with 
address and routing separation 
between VPNs.
MPLS allows distinct VPNs to use the 
same address space, which can also be 
private address space [RFC1918]. This is 
achieved by adding a 64-bit route 
distinguisher (RD) to each IPv4 route, 
making VPN-unique addresses also 
unique in the MPLS core

IPSEC is not a transport layer 
protocol and scale asked is also very 
high. IPSEC is used when WAN 
bandwidth is leased from Service 
provider IP/MPLS network. Here 
IP/MPLS technology itself would be 
used as backbone of Railways own 
network, so IPSEC is not required. 

Moreover IP/MPLS Technology itself 
have inbuilt Security and separation 
mechanism being used since long 
time. MPLS provides VPN services 
with address and routing separation 
between VPNs.
MPLS allows distinct VPNs to use the 
same address space, which can also 
be private address space [RFC1918]. 
This is achieved by adding a 64-bit 
route distinguisher (RD) to each IPv4 
route, making VPN-unique addresses 
also unique in the MPLS core

6 Certificates and environment standards
6.1 Should comply to NEBS Level 3 specifications.

6.2 Safety: IEC/EN 60825-1, IEC/EN 60825-2.

6.3 Storage:EN300 019-2-1 class 1.2
Storage:EN300 019-2-1 class 1.2 / 
GR-63-CORE and  GR-1089-
CORE 

6.3 Storage:EN300 019-2-1 class 1.2 / 
GR-63-CORE and  GR-1089-CORE 

6.3 Storage:EN300 019-2-1 class 1.2 / 
GR-63-CORE and  GR-1089-
CORE 

Storage:EN300 019-2-1 class 1.2 / GR-63-
CORE and  GR-1089-CORE

6.4 Transport:EN300 019-2-2 class 2.3
Transport:EN300 019-2-2 class 2.3 / 
GR-63-CORE and  GR-1089-
CORE 

6.4 Transport:EN300 019-2-2 class 2.3 / 
GR-63-CORE and  GR-1089-CORE 

6.4 Transport:EN300 019-2-2 class 
2.3 / GR-63-CORE and  GR-1089-
CORE 

Transport:EN300 019-2-2 class 2.3 / GR-63-
CORE and  GR-1089-CORE

6.5 In service:EN300 019-2-3 class 3.2
 In service:EN300 019-2-3 class 3.2 / 
GR-63-CORE and  GR-1089-
CORE 

6.5 In service:EN300 019-2-3 class 3.2 / 
GR-63-CORE and  GR-1089-CORE 

6.5 In service:EN300 019-2-3 class 3.2 
/ GR-63-CORE and  GR-1089-
CORE 

In service:EN300 019-2-3 class 3.2 / GR-63-
CORE and  GR-1089-CORE

6.6 Relative humidity: 5 to 85% (non-condensing).

6.7 Operating temperature: -15°C to 60°C.
Operating temperature: -15°C to 
60°C.   -0°C to 65°C

No change
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7.0 New Clauses The router must support 5 label depth.                             
The router must support 5 label 
depth.

No change

7.1 Router shall support ERPS 
realizing sub 50ms protection 
switching.

(Required for new IP/MPLS protocols 
so that routers can work for next 7-10 
years)

(Required for new IP/MPLS protocols 
so that routers can work for next 7-
10 years)

No change

7.2Router shall support Integrated 
Routing and Bridging functionality

The router should be CE2.0 certified                                         The router should be CE2.0 certified No change

7.3 Router shall support Graceful 
restart including helper mode.

7.4 Router shall support DWDM 10G 
optical interfaces

7.5 Router shall support circuit 
emulation based on MEF8

 (Standard body to certify service 
quality and delivery based on standard 
testing.)

 (Standard body to certify service 
quality and delivery based on 
standard testing.)

Should be tested in ENTAC 
interoperability test forum to have 
MPLS interoperabilitty between 
multiple OEM.               

Should be tested in ENTAC 
interoperability test forum to have 
MPLS interoperabilitty between 
multiple OEM

Added in clause 1.13:. Router shall  have MPLS 
interoperabilitty with routers of other  multiple 
OEMs.               

(Necessary to ahieve OEM agonostic 
IP/MPLS network in Indian Railways and 
not any propietary implementation)

(Necessary to ahieve OEM agonostic 
IP/MPLS network in Indian Railways 
and not any propietary 
implementation)

D  Functional and Technical requirements of Label Switch Router (LSR)
1 General Specifications & Architecture

1.1 Chassis shall be modular and fit into a standard sized 19 inch rack mounting.

We suggest to add :Chassis shall be 
modular/ standalone  and fit into a 
standard sized 19 inch rack 
mounting.

Chassis shall be 
modular/standalone and fit into a 
standard sized 19 inch rack 
mounting

Agreed with "1.1 Chassis shall fit into a 
standard sized 19 inch rack mounting."

1.6
The router shall be equipped with 8x10G (optical) ports. All the optical 
interfaces shall be equipped with suitable optics to work on two single mode 
fibres upto 40km.

The router shall be equipped with 8  
4x10G (optical) ports. All the optical 
interfaces shall be equipped with 
suitable optics to work on two 
single mode fibres upto 40km.

The router must support 1Gig,10Gig, 
E1, STM1, STM4 interfaces The 
router shall be equipped with 
168x10G,16x1G (optical) ports. All 
the optical interfaces shall be 
equipped with suitable optics to 
work on two single mode fibres 
upto 40km. All line cards should be 
field replaceable

Could required 10G/40G/100G 
interface depending on B.W . SFP 
distance will be change 
accordingly

The router must support 1Gig,10Gig, 
E1, STM1, STM4 interfaces The router 
shall be equipped with 168x10G,16x1G 
(optical) ports. All the optical interfaces 
shall be equipped with suitable optics 
to work on two single mode fibres upto 
40km. All line cards should be field 
replaceable

No change as at juction stations,  LSR with  
LERs will fulfill railways requirements

Railway is running SDH based 
solution at core layer which may 
need to be connected to Router for 
transport. So legacy interface 
support should be there.

With growth in ethernet based 
solution for communication, 
surveillance, data will require more 
Ethernet  ports. Also multiple 
direction fiber will require more 10G 
ports for uplink.8x10G will be 
consumed on day 1 itself and in 
future it will be a challenge to 
upgrade and connect. Railways will 
be deploying LTE-R also which will 
be riding on this network it self so 
more uplink capacity will be 
required.

To improve Operation and 
maintenance all line cards should be 
field replaceable with out changing 
the complete router.

Railway is running SDH based solution 
at core layer which may need to be 
connected to Router for transport. So 
legacy interface support should be 
there.

With growth in ethernet based solution 
for communication, surveillance, data 
will require more Ethernet  ports. Also 
multiple direction fiber will require 
more 10G ports for uplink.8x10G will be 
consumed on day 1 itself and in future 
it will be a challenge to upgrade and 
connect. Railways will be deploying LTE-
R also which will be riding on this 
network it self so more uplink capacity 
will be required.

To improve Operation and 
maintenance all line cards should be 
field replaceable with out changing the 
complete router.

1.7 The router shall support following Timing ports– TOD in, TOD out, Sync in & 
Sync out/BITS interface.

The router shall support following 
Timing ports– TOD in, TOD out, Sync 
in & Sync out/BITS interface. BITS 
port should be on the router

The router shall support following 
Timing ports– TOD in, TOD out, Sync in 
& Sync out/BITS interface. BITS port 
should be on the router

No change

BITS port is required for 
Synchronisation. 

BITS port is required for 
Synchronisation. 

1.9 Fan tray, controller cards, interface cards should be a hot-swappable and Field 
Replaceable Unit (FRU).

Fan tray, controller cards, interface 
cards  PSU should be a hot-
swappable and Field Replaceable 
Unit (FRU).

Fan tray, controller cards, interface 
cards PSU should be a hot-
swappable and Field Replaceable 
Unit (FRU)

No change

1.1 0 Control plane/cards should be redundant and should be able to take full load.
Control plane/cards should be 
redundant and should be able to 
take full load

Control plane and Data plan /cards 
should be redundant and should be 
able to take full load even with 
single controller card. 

Control plane and Data plan /cards 
should be redundant and should be 
able to take full load even with single 
controller card. 

Replaced with " Control plane and data plane 
should be redundant and should be able to 
take full load even with failure of one 
controller card. "

Only control plane redundancy will 
not help in data forwarding, data 
plane should also be redundant.

Only control plane redundancy will not 
help in data forwarding, data plane 
should also be redundant.

1.13 Router shall  have MPLS interoperability with routers of other  multiple OEMs. New Clause added

2 Protocols supported 
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2.1 Router should support unicast IPv4/IPv6 routing protocols (BGP, OSPF, IS-IS, 
RIP, OSPF v3).

Router should support unicast 
IPv4/IPv6 routing protocols (BGP, 
OSPF, IS-IS, RIP, OSPF v3).

Router should support unicast 
IPv4/IPv6 routing protocols (BGP, 
OSPF, IS-IS, RIP, OSPF v3), 
LDP,Segment 
Routing,Multicast,Multicast VPN,TI-
LFA,RFC 3107,Circuit emulation,3 
Level HQOS. 

Please remove RIP from this clause 
.

Router should support unicast 
IPv4/IPv6 routing protocols (BGP, OSPF, 
IS-IS, RIP, OSPF v3), LDP,Segment 
Routing,Multicast,Multicast VPN,TI-
LFA,RFC 3107,Circuit emulation,3 Level 
HQOS. 

Router should support unicast 
IPv4/IPv6 routing protocols (BGP, 
OSPF, IS-IS, RIP, OSPF v3).

RIP  deleted and  added "Segment Routing,  
Circuit emulation "

Latest MPLS protocols to be 
incorporated for easier operation 
and delivery of services.

Latest MPLS protocols to be 
incorporated for easier operation and 
delivery of services.

2.2 Router shall support LDP, MPLS-TE with FRR for sub 50 msec protection.
Router shall support LDP, MPLS-TE 
with FRR and IP FRR,RLFA,TI-LFA for 
sub 50 msec protection.

We suggests to add :Router shall 
support LDP, Segment Routing, 
MPLS-TE with FRR for sub 50 msec 
protection

Router shall support LDP, MPLS-TE with 
FRR and IP FRR,RLFA,TI-LFA for sub 50 
msec protection.

No change

There are multiple ways of achieving 
sub 50 msec convergence. RLFA ,TI-
LFA and IPFFR do this job without 
much configuration efforts. 

There are multiple ways of achieving 
sub 50 msec convergence. RLFA ,TI-LFA 
and IPFFR do this job without much 
configuration efforts. 

2.4 Router shall support aggregation of links. Minimum 8 links should be 
supported as part of single aggregation on a network side.

Router shall support aggregation of 
links. Minimum 8  4 links should be 
supported as part of single 
aggregation on a network side.

Router shall support aggregation of 
links. Minimum 8 links should be 
supported as part of single aggregation 
on a network side. 

Router shall support aggregation of 
links. Minimum 84links should be 
supported as part of single 
aggregation on a network side.

No change

2.5 Router shall support multi-chassis LAG for aggregation of links across two 
chassis.

Router shall support multi-chassis 
LAG for aggregation of links across 
two chassis.

Router shall support multi-chassis LAG 
for aggregation of links across two 
chassis.

Router shall support multi-chassis 
LAG for aggregation of links across 
two chassis.

No change

2.6 Router shall support performance monitoring for Layer-2 and layer-3 services 
(Y.1731, TWAMP, SAA or equivalent).

Router shall support performance 
monitoring for Layer-2 and layer-3 
services (Y.1731, TWAMP, SAA or 
equivalent).

Router shall support performance 
monitoring for Layer-2 and layer-3 
services (Y.1731, TWAMP, SAA or 
equivalent). Y.1564 for end to end 
service activation should be 
supported.

Router shall support performance 
monitoring for Layer-2 and layer-3 
services (Y.1731, TWAMP, SAA or 
equivalent). Y.1564 for end to end 
service activation should be supported.

Router shall support performance 
monitoring for Layer-2 and layer-3 
services (Y.1731, TWAMP, SAA or 
equivalent).

Router shall support performance 
monitoring for Layer-2 and layer-3 services 
(Y.1731/Y.1564, TWAMP, SAA or 
equivalent).

Y.1564 helps in doing service testing 
without any external tool which is 
desired before any circuit is handed 
over for actual traffic.

Y.1564 helps in doing service testing 
without any external tool which is 
desired before any circuit is handed 
over for actual traffic.

2.7 Router shall support IPV4 and IPV6, IGMP, MLD, and PIM-SM & SSM, ECMP, 
NGMVPN.

Router shall support IPV4 and IPV6, 
IGMP, MLD, and PIM-SM & SSM, 
ECMP, NGMVPN.

NGMVPN May be deleted
Router shall support IPV4 and IPV6, 
IGMP, MLD, and PIM-SM & SSM, ECMP, 
NGMVPN.

Router shall support IPV4 and IPV6, 
IGMP, MLD, and PIM-SM & SSM, 
ECMP, NGMVPN.

No change  

2.8 Router shall support 6PE and 6VPE mode for IPV6 transport over IPV4.
Router shall support 6PE and 6VPE 
mode for IPV6 transport over IPV4.

SSM, ECMP, NGMVPN.
Router shall support 6PE and 6VPE 
mode for IPV6 transport over IPV4. 

No change

2.9 BGP Prefix independent control (EDGE and Core).
BGP Prefix independent control 
(EDGE and Core).

BGP Prefix independent control (EDGE 
and Core).

No change

2.1 0 Router should support high availability for all BFD, BGP, OSPF and IS-IS and 
no packet loss during controller switch over.

Router should support high 
availability for all BFD, BGP, OSPF 
and IS-IS and no packet loss during 

Router should support high availability 
for all BFD, BGP, OSPF and IS-IS and no 
packet loss during controller switch 

No change

2.11 Router shall support BFD with min 10ms interval.
Router shall support BFD with min 
3.310ms interval.

Router shall support BFD with min 
3.310ms interval.

Router shall support BFD with interval of  
10ms or less.

Restoration of sub 50 msec is only 
possible if fault is detected early. 
Usually a circuit is declared down if 
it misses 3 hellos.with 10msec hello 
30msec will be detection time only 
and then the restoration will start. 
With 3.3msec failure is detected in 
10msec only and restoration starts 
so for all cases we will get sub 
50msec. 

Restoration of sub 50 msec is only 
possible if fault is detected early. 
Usually a circuit is declared down if it 
misses 3 hellos.with 10msec hello 
30msec will be detection time only and 
then the restoration will start. With 
3.3msec failure is detected in 10msec 
only and restoration starts so for all 
cases we will get sub 50msec. 

2.12 Router should support RFC 3107 of Carrying Label Information in BGP-4.
Router should support RFC 3107 of 
Carrying Label Information in BGP-4.

No change

2.13 Router should support Point to Point and Point to Multipoint LSP for Unicast 
and Multicast traffic.

Router should support Point to 
Point and Point to Multipoint LSP 
for Unicast and Multicast traffic.

Router should support Point to 
Point and Point to Multipoint LSP for 
Unicast and Multicast traffic and 
mLDP..

Router should support Point to Point 
and Point to Multipoint LSP for Unicast 
and Multicast traffic and mLDP..

No change

mLDP is also standard for point to 
multipoint LSP.

mLDP is also standard for point to 
multipoint LSP.

2.14 Router shall support layer3 and layer2 MPLS VPN , VPLS and EVPN.
Router shall support layer3 and 
layer2 MPLS VPN , VPLS and EVPN

Router shall support layer3 and 
layer2 MPLS VPN , mVPN,VPLS and 
EVPN.

Router shall support layer3 and layer2 
MPLS VPN , mVPN,VPLS and EVPN.

No change

mVPN (Multicast VPN ) is important 
service for many surveillance and 
video based applications.

mVPN (Multicast VPN ) is important 
service for many surveillance and video 
based applications.

2.18 Switch/Router shall support multicast vlan registration.
Switch/Router shall support 
multicast vlan registration.

Switch/Router shall support 
multicast vlan registration.-

Switch/Router shall support multicast 
vlan registration.-

Deleted

Protocol for Switches. Router do 
have PIM and IGMP for same

Protocol for Switches. Router do have 
PIM and IGMP for same

3 Quality Of Service

3.2
The router shall provide following QoS features:  classification and hierarchical 
scheduling, WRR, strict priority (SP), profiled scheduling and multi-tier 
policing and shaping.

The router shall provide following 
QoS features:  classification and 
hierarchical scheduling, WRR, strict 
priority (SP), profiled scheduling 
and multi-tier policing and shaping.

No change
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3.3 Router shall support HQOS on all kind of Ethernet interface with minimum 32k 
hardware queues.

Router shall support HQOS on all 
kind of Ethernet interface with 
minimum 32k hardware queues.   8 
Hardware Queues per port.

Router shall support 3 level HQOS 
on all kind of Ethernet interface with 
minimum 32k hardware queues.

"with minimum 32k hardware 
queues."         Duplicate

Router shall support 3 level HQOS on all 
kind of Ethernet interface with 
minimum 32k hardware queues.

Router shall support 3 level HQOS on all kind of 
Ethernet interface with minimum 32k 
hardware queues.

3 Level HQOS will ensure Qos 
Granularity.

3 Level HQOS will ensure Qos 
Granularity.

D Security

4.7 AAA support – Accounting, Authorization and Authentication of users and 
commands. Support of local authentication, TACACS+ and Radius.

AAA support – Accounting, 
Authorization and Authentication of 
users and commands. Support of 
local authentication, TACACS+ and 
/Radius.

No change

4.8 Authentication of routing protocol updates: RIPv2, IS-IS, OSPF, BGP.
Authentication of routing protocol 
updates: RIPv2, IS-IS, OSPF, BGP.

Please remove RIPv2 from this 
clause .

Authentication of routing protocol updates:  
IS-IS, OSPF, BGP.

4.1 0 Router should have inbuilt hardware-based network group encryption and 
IPsec support.

May be deleted No change 

5 Performance

5.1 Router shall support non-blocking throughput capacity of 160 Gbps.
Router shall support non-blocking 
throughput capacity of 160  60 
Gbps.

Router shall support non-blocking 
throughput capacity of 160 200 
Gbps full duplex. 

"160Gbps"             for 4x10G and 
4x10G(oversuscribe)  16-gbps half 
duplex is ok.

We suggests to modify as per 
following :Router shall support non-
blocking throughput capacity of 80 
Gbps

Router shall support non-blocking 
throughput capacity of 160 200 Gbps 
full duplex. 

Router shall support non-blocking 
throughput capacity of 160 Gbps half duplex 
or higher.

With increase in 10G as proposed in 
this the throughput should also be 
changed to 200 Gbps. 

Router speed is measured as 
Fullduplex only which means that 
200 Gbps in and 200 Gbps out 
simultaneously

With increase in 10G as proposed in 
this the throughput should also be 
changed to 200 Gbps. 

Router speed is measured as Fullduplex 
only which means that 200 Gbps in and 
200 Gbps out simultaneously

5.2 Router shall support 64k IPv4 & 64k IPv6 routes Multicast routes 24k.
Router shall support 64k 20K IPv4 & 
64k  5K IPv6 routes Multicast routes 
4K 24k. 

Router shall support 64k IPv4 & 64k 
IPv6 routes Multicast routes 4 24k. 

Router shall support 64k IPv4 & 64k 
IPv6 routes Multicast routes 4 24k. 

Router shall support 64k IPv4 & 64k IPv6 
routes Multicast routes 4k.

24 K multicast is huge scale for 
captive network. Request to change 
this to 4K.

24 K multicast is huge scale for captive 
network. Request to change this to 4K.

5.3 Router shall support 100 multicast groups.
for 40G/100G interface 800Gbps 
ful duplex router is recommended

No change

5.4 Router shall support 8K ingress Queues and 8K egress Queues each for the 
node.

Router shall support 8K ingress 
Queues and 8K egress Queues  8 
Queues per port for each for the 
node.

Router shall support 40K queues.8K 
ingress Queues and 8K egress 
Queues 

Router shall support 40K queues.8K 
ingress Queues and 8K egress Queues Deleted as it is covered in clause 3.3

5.5 Minimum 500 MPLS layer-3 VPN's. Minimum 500 MPLS layer-3 VPN's.
Minimum 1000 500 MPLS layer-3 
VPN's. 

Minimum 1000 500 MPLS layer-3 VPN's. No change

Core router should have more scale Core router should have more scale

5.6 Minimum 500 MPLS VPLS. Minimum 500 MPLS VPLS. Minimum 1000 500 MPLS VPLS. Minimum 1000 500 MPLS VPLS. No change

Core router should have more scale. Core router should have more scale.

5.7 Minimum 500 MPLS Layer-2 PWs. Minimum 500 MPLS Layer-2 PWs.
Minimum1000  500 MPLS Layer-2 
PWs. 

Minimum1000  500 MPLS Layer-2 PWs. No change

Core router should have more scale. Core router should have more scale.

5.8 Router shall support min 64 BFD sessions.
Router shall support min 64 10 BFD 
sessions.

Router shall support min 64 BFD 
sessions and 5 label depth.

Router shall support min 64 BFD 
sessions and 5 label depth.

No change

Required for new IP/MPLS protocols 
so that routers can work for next 7-
10 years.

Required for new IP/MPLS protocols so 
that routers can work for next 7-10 
years.

5.9 Router should support hardware-based IPsec encryption with throughput per 
Node (FD)-5 Gbps and with No of IPsec Tunnels -500.

Router should support hardware-
based IPsec encryption with 
throughput per Node (FD)-5 Gbps 
and with No of IPsec Tunnels -500.

Router should support hardware-
based IPsec encryption with 
throughput per Node (FD)-5 Gbps 
and with No of IPsec Tunnels - 500. 

may be deleted

Router should support hardware-based 
IPsec encryption with throughput per 
Node (FD)-5 Gbps and with No of IPsec 
Tunnels - 500. 

Deleted because IPsec encryption will not 
be initiated at LSR but at LER.

IPSEC is not a transport layer 
protocol and scale asked is also very 
high. IPSEC is used when WAN 
bandwidth is leased from Service 
provider IP/MPLS network. Here 
IP/MPLS technology itself would be 
used as backbone of Railways own 
network, so IPSEC is not required. 

Moreover IP/MPLS Technology itself 
have inbuilt Security and separation 
mechanism being used since long 
time. MPLS provides VPN services 
with address and routing separation 
between VPNs.
MPLS allows distinct VPNs to use 
the same address space, which can 
also be private address space 
[RFC1918]. This is achieved by 
adding a 64-bit route distinguisher 
(RD) to each IPv4 route, making VPN-
unique addresses also unique in the 
MPLS core

IPSEC is not a transport layer protocol 
and scale asked is also very high. IPSEC 
is used when WAN bandwidth is leased 
from Service provider IP/MPLS 
network. Here IP/MPLS technology 
itself would be used as backbone of 
Railways own network, so IPSEC is not 
required. 

Moreover IP/MPLS Technology itself 
have inbuilt Security and separation 
mechanism being used since long time. 
MPLS provides VPN services with 
address and routing separation 
between VPNs.
MPLS allows distinct VPNs to use the 
same address space, which can also be 
private address space [RFC1918]. This is 
achieved by adding a 64-bit route 
distinguisher (RD) to each IPv4 route, 
making VPN-unique addresses also 
unique in the MPLS core
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6 Certificates and environment standards Certificates and environment standards 

6.1 Should comply to NEBS Level 3 specifications.
Should comply to NEBS Level 3 
specifications. 

6.2 Safety: IEC/EN 60825-1, IEC/EN 60825-2
Safety: IEC/EN 60825-1, IEC/EN 60825-
2. 

6.3 Storage:EN300 019-2-1 class 1.2
6.3 Storage:EN300 019-2-1 class 1.2 / 
GR-63-CORE and  GR-1089-CORE 

6.3 Storage:EN300 019-2-1 class 1.2 / GR-63-
CORE and  GR-1089-CORE 

6.4 Transport:EN300 019-2-2 class 2.3
6.4 Transport:EN300 019-2-2 class 2.3 / 
GR-63-CORE and  GR-1089-CORE 

6.4 Transport:EN300 019-2-2 class 2.3 / GR-63-
CORE and  GR-1089-CORE 

6.5 In service:EN300 019-2-3 class 3.2
6.5 In service:EN300 019-2-3 class 3.2 / 
GR-63-CORE and  GR-1089-CORE 

6.5 In service:EN300 019-2-3 class 3.2 / GR-63-
CORE and  GR-1089-CORE 

6.6 Relative humidity: 5 to 85% (non-condensing).
Relative humidity: 5 to 85% (non-
condensing). 

No change

6.7 Operating temperature: -15°C to 60°C.
Operating temperature: -15°C to 
60°C.  -0°C to 65°C

Operating temperature: -15°C to 65 
60°C

Operating temperature: -15°C to 65 
60°C

No change

7.0 New Clauses Standard is 65 degrees. Standard is 65 degrees. 7.0 New Clauses No change

7.1 Router should support ERPS for 
realizing sub 50ms protection 
switching. 7.2 Router should 
support Integrated Routing and 
Bridging (IRB) functionality. 7.3 
Router should support Graceful 
restart including helper mode.  7.4 
Router should support DWDM 10G 
optical interfaces

The router should be CE2.0 Certified The router should be CE2.0 Certified

7.1 Router should support ERPS for 
realizing sub 50ms protection switching. 
7.2 Router should support Integrated 
Routing and Bridging (IRB) functionality. 
7.3 Router should support Graceful 
restart including helper mode.  7.4 
Router should support DWDM 10G 
optical interfaces

Standard body to certify service 
quality and delivery based on 
standard testing.

Standard body to certify service quality 
and delivery based on standard testing.

E Network monitoring and provisioning system at division and zonal HQ
iii NMS & NOC Architecture
a) NMS

Network monitoring and provisioning system will be deployed at Division and 
Zone HQ locations.

Network monitoring and provisioning 
system Hardware and Sofwtare will 
be deployed at Zone HQ locations. 

Division HQ, Section HQ will get 
Workstations to Manage the network 
of their own area through workstation 
terminal from the same NMS through 
Virtual Domains, of their respectiive 
Virtual Domains in the NMS

EMS at Graphically redundant 
location with cliet at 
Division/Zone/NOC

Network monitoring and provisioning 
system Hardware and Sofwtare will be 
deployed at Zone HQ locations. 

Division HQ, Section HQ will get 
Workstations to Manage the network of 
their own area through workstation 
terminal from the same NMS through 
Virtual Domains, of their respectiive 
Virtual Domains in the NMS

Network monitoring and provisioning system 
Hardware and Sofwtare will be deployed at 
Divisional HQ locations. 

Zonal HQ, Section HQ will get Workstations to 
Manage the network of their own area through 
workstation terminal from the same NMS .

b) NOC

d) Internet Policy Control. Kindly Delete this Kindly Delete this Deleted

F Functional and Technical requirements of Network monitoring and 
1 General Requirements

1.1 Support for multiple service types including VPLS, H-VPLS, VLL, RFC2547 
VPNs and Internet Access.

Support for multiple service types 
including VPLS, H-VPLS, VLL, 
RFC2547 VPNs and Internet Access.

No change

2 Configuration Management

2.3
The proposed management system shall offers 100% reliable mechanisms to 
create links (including, but not limited to, LLDP protocol, CDP protocol, MAC 
learning mechanism, BGP/LDP/OSPF adjacency information exchange).

The proposed management system 
shall offers 100% reliable 
mechanisms to create links 
(including, but not limited to, LLDP 
protocol, CDP protocol, MAC 
learning mechanism, 
BGP/LDP/OSPF adjacency 
information exchange).

No change

4 Topology Management

4.1
The System shall provide physical map views of network equipment, MPLS 
tunnels, routing and physical links. These views also allow the operator to 
combine physical and logical views.

The System shall provide physical 
map views of network equipment, 
MPLS tunnels, routing and physical 
links. These views also allow the 
operator to combine physical and 
logical views.

No change

6 High Availability

6.4 Active and standby system to be provisioned at 2 different stations OCC and 
BCC.

Active and standby system to be 
provisioned at 2 different stations 
OCC and BCC.

The Hardware of NMS should be 
supplied One in OCC and One in BCC 
with minimum 2 nos. 10 Core CPU 
and 128GB DRAM and 4x1TB 
Harddisk or higher

Active and standby system to be 
provisioned at 2 different stations OCC 
and BCC.

The Hardware of NMS should be 
supplied One in OCC and One in BCC 
with minimum 2 nos. 10 Core CPU and 
128GB DRAM and 4x1TB Harddisk or 
higher

 One NMS should be supplied  in OCC as 
active system and another  in BCC as 
standby system. Each NMS should have  
minimum 2 X 10 Core CPU and 128GB 
DRAM and 4x1TB Harddisk or higher

7 Network Management Security

7.4 The proposed management system must support firewalls/NAT between its 
key components.

The proposed management system 
must support firewalls/NAT 
between its key components.

Please delete this, as Firewall and 
NAT can be achieved through 
Firewall devices not rhough NMS

Please delete this, as Firewall and NAT 
can be achieved through Firewall 
devices not rhough NMS

Deleted 

8 Alarm Management 
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8.2 The proposed management system shall support 250K active alarms. Generally this varies system to system. Kindly delete this clause Generally this varies system to system. 
Kindly delete this clause

The proposed management system shall 
support 25K active alarms.

8.4 The proposed management system shall support alarm correlation, whereby 
lower level alarms are correlated to the top-level most significant alarm.

The proposed management system 
shall support alarm correlation, 
whereby alarms are corelated with 
inventory and topology lower level 
alarms are correlated to the top-
level most significant alarm.

No change

8.6 The proposed management system shall support the escalation and de-
escalation of alarm severity based on threshold crossing settings.

The proposed management system 
shall support the escalation and de-
escalation of alarm severity based 
on threshold crossing settings.

No change

8.8 The proposed management system shall allow individual alarms to be ignored.
The proposed management system 
shall allow individual alarms to be 
filtered ignored 

The proposed management system 
shall allow individual alarms to 
beignored. filtered

The proposed management system shall 
allow individual alarms to be filtered/ignored.

9 North Bound Interface 

9.1 The proposed management system shall support a northbound interface (NBI) 
for interfacing to OSS using XML/SOAP or equivalent standard interfaces

The proposed management system 
shall support a northbound 
interface (NBI) for interfacing to 
OSS using 
XML/SOAP/TMF814/Corba/REST or 
equivalent standard interfaces

9.1 The proposed management 
system shall support a northbound 
interface (NBI) for interfacing to OSS 
using XML/SOAP/RESTCONF  or 
equivalent standard interfaces. 

We suggests to add :The proposed 
management system shall support 
a northbound interface (NBI) for 
interfacing to OSS using 
XML/SOAP/Rest API or equivalent 
standard interfaces.

9.1 The proposed management system 
shall support a northbound interface 
(NBI) for interfacing to OSS using 
XML/SOAP/RESTCONF  or equivalent 
standard interfaces. 

The proposed management system shall 
support a northbound interface (NBI) for 
interfacing to OSS using XML/SOAP/ 
RESTCONF/ Rest API/CORBA or 
equivalent / similar standard interfaces

G The PC Workstation for zonal HQ/ section HQ shall have the following minimum 
specifications:

New clause added

2 The PC Workstation shall have the following minimum specifications

i. Processor : Latest generation x86 Intel Processor/ AMD Processor
ii. No. of Cores : 4 Core or higher
iii Frequency : 1.6 GHz or higher
iv. Memory : 32 GB or higher
v. Operating System : Windows Operating System or Linux, latest
vi. LAN/ Ethernet : 10/100/1000 base T, Onboard/ on slot Gigabit
Ethernet (RJ45), IPv6 compliant.
vii. Hard Disk Drive : 2 x 500GB SATA III SSD
viii. USB Ports : USB 3.0 min. 2 Nos.
ix USB/ PS/2 mouse and keyboard:USB wireless keyboard and mouse
x Monitor 24-inch LED Color Monitor
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